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Continuous Secure Service Delivery 

Governance, Risk & Compliance 

Confidentiality 
Assurance that  

information is shared only among 
authorised persons or organisations 

Integrity 
Assurance that  

the business infrastructure is secure and 
robust 

Availability 
Assurance that  

the systems are accessible when needed, 
by those who need them 

Data Trust Compliance Risk Cloud Mobility 

Project & Programme Management 

Infrastructure Security 

Firewalls 

Intrusion 
Prevention 

Remote Access 

Switches 

Servers 

Application Security & Delivery 

Load Balancers Web Gateways Security Assessments 
Network Scans 
 

Identity & Access Management 

Data / Content Security 

Secure Email 

Secure Authentication 

Web Content Filtering 

Technical Support 

Secure Assist Secure Call 

Managed Security Services 

Increased Visibility Agreed Reliability Enhanced Agility 

Data Security 

ID & Access Management 

Content Security 

Infrastructure Security 

Security Assessments 

Compliance Consulting 

App Delivery & Security 

Mobile & Consumerisation 

Secure Cloud 

Professional Services 



Integralis ï More than Technology  

Blend of Managed & Professional Services 
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Integralis Security Fabric - NTT Group 

Continuous Secure Service Delivery 

ÅNTT Communications       
$10 billion revenue and 
10,000 people globally 

ÅGlobal networks and IT        
in over 150 countries 
providing ITC & IT Security 
solutions  

ÅGlobal Tier 1 IP Backbone  

ÅManaging more than        
$12.5 billion of network 
infrastructure assets globally 

ÅAccess to more than    
12,500 specialists 

ÅGlobal reach, dedicated 
service support and 
management, local touch 

Systems Integration/ 
IT  Consulting and 

Outsourcing 
 

 
 
 

   
 
 

  

 
 
 

  

 
 
 

   
 
 

  

Data Centre 

Hosting/Cloud 

Mobile Application 
Management 
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Too BIG to attack? 

 
 

Routing paths through a portion of the Internet 
as visualized by the Opte Project 
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http://en.wikipedia.org/wiki/Opte_Project
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Smart Networks 

Your network maybe IPv4, but what are your devices? 

many devices may be communicating over IPv6, within your 
network already 
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Address Space 

ÅOne Interface may simultaneously have various 
addresses 

ÅLink local , site local, global unicast 

ÅThe administrator may enable global unicast 
addresses only for devices that must access the 
internet. 

 

ÅExtension Headers in IPv6 may be used to bypass the 
security policy 

ÅE.g. routing headers have to be accepted at specific 
devices (IPv6 endpoints) 

 

ÅIn IPv6 some ICMP and (link-local) Multicast 
messages are required for the correct operation of the 
protocol 

ÅThe firewalls should be appropriately configured only 
to allow the right messages of these types 

ÅThe IPv4 ICMP security policy must be appropriately 
adapted for ICMPv6 messages 
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Attack Surfaces 

IPv4 
Native 

IPv6 
Native 

Tunnels 
Encapsulation and/or Encryption 

 

IPv4 +  
Tunnels 

Dual 
Stack 

IPv6 +  
Tunnels 

Dual 
Stack + 
Tunnels 

V6Lite 
/Nat6 & 
Others 

Protocol 
Translator 
NATPT 

Ref Joe Klein # Command 
Info 

Teredo: IPv6 
Tunneling Protocol 
 
ISATAP: Windows v6 
Transition Tool 
 
6in4 
 
6over4 
 
Freenet6 
 
 
And many more 
 
 
 
 
 
 

Visibility is Security 
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